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I    About This Document
This guide is intended for casino operators and provides high-level recommendations for building a 
G2S protocol capable floor network. Both large (500+ clients) and small (less than 500 clients) 
network options and layout recommendations are discussed.

NOTE: 

Floor layouts presented in this document are idealized casino floor representations. Actual wiring 
employed will depend upon the physical layout of the casino. Therefore, this document should be 
seen as offering practical guidelines for the design of a specific floor network.

I.I    Using GSA Standards and GSA Recommendations
This document is a guide and the recommendations contained in it may go beyond the minimum 
requirements defined in existing GSA standards. For information about the minimum requirements in 
a G2S (or S2S) capable network, refer to the GSA Transport standards and the applicable GSA 
communication standards. See the standards page on the GSA web site:

http://www.gamingstandards.com/index.php?page=standards/free_downloads_standards

I.II    Definitions
Terms and acronyms listed below are used in this document as defined.

IDF Intermediate Distribution Frame. Represents a wiring closet where 
switches, routers, and firewalls exist. Cabling typically comes from the 
main distribution frame or closet, to the IDFs, and then to clients 
such as workstations or EGMs.

DMZ Demilitarized Zone. A section of the network that is available to the 
external floor network and the back-end server network. Connections 
from servers located in the DMZ are only allowed to the external 
floor network.

Fault tolerance The degree to which the network can continue operating in the event 
of a failure of one or more of its components.

Five 9s The percentage of time, 99.999%, that a network is operational.

High availability The ability of a network and its components to remain operational for 
a desirable length of time. In this document, the goal for high 
availability is 99.999% of the time. 

Multi-mode (MM) fiber Optical fiber used for communications over multiple light rays over 
short distances, up to 1804 ft. (550 meters).
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I.III    Document Conventions
Italics is used to introduce new terms not yet defined.

Underline is used for emphasis. Bold may also be used for emphasis.

Blue indicates either an internal document link or a hyperlink to a URL.

I.IV    Revisions
Revisions to this guide are detailed in its associated Release Notes file included in the package for this 
document.

I.V    Acknowledgements
The Gaming Standards Association would like to express its sincere appreciation to the members of 
the G2S technical committee, past and present, for their contribution to the creation of this GSA 
recommendations guide.
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1    Introduction
Section 2 describes GSA’s recommendations for building a small G2S protocol capable network, of less than 
500 clients. Section 3 describes GSA’s recommendations for building a larger network, of 500 or more clients. 

This section discusses using redundancy to build a network with a high degree of fault tolerance and 
availability. This section also lists the recommended cable types for use in the network layouts described in this 
document.

1.1    Fault Tolerance and High Availability with Redundancy
In order to reduce single points of failure that might exist, fault tolerance must be built into your network 
layout, the servers, and other components, such as core switches and IDFs.  One method of increasing the 
tolerance of failure in one or more components of a network is redundancy in key components and in the 
connections to components. Redundancy is also important in providing for high availability. In general, GSA 
strongly encourages you to design your network to support running applications that require high availability, 
where mission critical functions, such as ticketing, occur over the network. The following chapters provide 
more detail. 

The network layouts illustrated in the following chapters (Figure 2.1 and Figure 3.1) are designed to provide 
“five 9s” of network reliability, where everything except the clients, such as EGMs, have redundant 
connections. The main network components discussed are: 1) bank switches, 2) distribution switches (large 
networks), 3) core switches, and 4) firewalls. The following are best practice recommendations from GSA to 
provide for fault tolerance:

• Each bank switch should have connections to two separate distribution switches (large networks) or 
two separate core switches (small networks). 

• In large networks, each distribution switch should have connections to two separate core switches. 

• Each back-end server should have connections to two separate core switches.

• All wiring from the back-end servers to the bank switches should be redundant with alternate paths.

Without this redundancy, connectivity to large floor sections can be lost with the failure of one switch or when 
a specific wire is cut. In a network running mission critical applications, the cost of implementing redundancy 
will likely be recouped on the first such occurrence.
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1.2    Recommended Cable Types

1.2.1    Category 5 Cabling NOT Recommended
Category 5 (or 5e) cabling is not recommended due to the impact of line noise upon the cable and the 
resulting decrease in available network bandwidth.

1.2.2    Category 6 and Multi-Mode Optic Fiber Cabling
The following types of cables are recommended for use in G2S protocol capable networks.

Category 6 cable is less expensive than multi-mode fiber optic cable. However, Category 6 cable has a much 
shorter distance limit than multi-mode fiber, as mentioned above.

Though less expensive, using Category 6 cable on a larger floor may introduce extra expense in terms of 
additional equipment requirements. One distribution switch is required for each 295 ft. radius of floor space. 
To cover a larger area, use multi-mode fiber to reduce the number of distribution switches required and be 
more cost effective. 

Cat 6 cabling must:

• Not extend longer than 295ft.
• Have terminations of type TIA/EIA 568-B. 
• Be at least 12 inches away from power lines at 

all times, unless enclosed in ferrous conduit. 
• Be plenum-rated.
• Have a nominal impedance of 100 ohms.
• Not exceed an overall cable mutual capacitance 

of 17.2 nF/1000ft.
• Have a nominal velocity of propagation (NVP) 

of 75%.

Multi-mode optic fiber cabling must:

• Be plenum-rated and of network type 1000 
Base-SX. 

• Core diameter and maximum lengths:
• Preferred: 50 micron multi-mode fiber. 

Can be up to 1804ft in length.
• Acceptable: 62.5 micron fiber. Can be up 

to 902ft in length.
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2    Small Network Recommendations

2.1    Overview
Figure 2.1 shows a sample network layout for a small floor with less than 500 machines. The sections that 
follow provide specific recommendations for wiring, firewall, and switch specifications.

Figure 2.1   Small Network Layout Example (MM Fiber = multi-mode fiber)

 

gsa-p0075.007.00   Released: 2007/11/07 Page 3
© 2007 Gaming Standards Association (GSA)



GSA Network Wiring Suggestions v1.0 for Implementing G2S  Chapter 2: Small Network Layout
2.2    Wiring
GSAs recommends using the following cabling in a small network (see also Figure 2.1). 

• Use Cat 6 cabling between bank switches and clients (EGMs or other floor devices), and 
back-end servers and core switches.

• Depending on distance requirements (see Section 1.2.2), use Cat 6 or multi-mode optic fiber cabling 
between core switches and bank switches. 

2.3    Firewalls
There are numerous firewall needs for the deployment of a small network. The following are basic 
recommendations offered by GSA. Firewalls should support:

• Stateful packet inspection.

• Denial of Service (DoS) attack mitigation.

• 1 Gbps speed, or more, for firewalls positioned between the floor network and back-end server 
infrastructure.

2.4    Switches

2.4.1    Bank Switches
Bank switch recommendations are identical for both small and large networks. Bank switches should support: 

• 100 Mbit connection to each EGM or floor device.

• 24 ports. At least one Cat 6 port for each client (EGM or other device using G2S or S2S).

• Managed switch that provides 802.1x support.

• Multiple Gbit uplinks to the distribution switches. 

• Greater than 3 Gbps switching fabric.

• Support layer 3 switching for multicast and appropriate multicast routing protocols.

2.4.2    Core Switches
The following is a list of recommendations for core switches.

• Support 1 Gbit connections to bank switches.

• Minimum of 24 ports for Cat 6 or multi-mode fiber (depending on layout).

• Minimum of 24 Gbps switching fabric.

• Managed switch that provides 802.1x support.

• Support layer 3 switching for multicast and appropriate multicast routing protocols.
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3    Large Network Recommendations

3.1    Overview
The large network layout builds off the small network design, described in the previous chapter, by adding 
components to provide more scalability and additional security. For scalability, GSA recommendations include 
the addition of distribution switches between the core and bank switches. For added security, GSA 
recommendations include a change in exisiting firewall positioning, the addition of a demilitarized zone 
(DMZ) for servers running particular types of applications along with a new layer of firewalls between the 
DMZ and back-end servers, as well as incopration of an intrusion detection system.

The main diagram for the large network layout is shown in Figure 3.1. DMZ server connection 
recommendations are illustrated in Figure 3.2.

The sections that follow the diagrams provide specific recommendations for wiring, firewall, and switch 
specifications in a larger network, as well as a brief discussion on the incorporation of an IDS into the network.
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Figure 3.2 focuses on the connections to servers that can operate in the demilitarized zone. Between the DMZ 
servers and the floor network, communications can be two-way (orange arrows), but GSA recommends that 
communications between the back-end servers and the DMZ servers be one-way, from the back-end servers 
to the DMZ servers only (red arrows).

Figure 3.2   Closer Look at DMZ server connections

3.2    Wiring
The GSA recommends different wiring depending upon the connection being made within the network. 

• Use Cat 6 cabling between bank switches and clients (EGMs or other floor devices), and 
back-end servers and core switches.

• Depending on distance requirements (see Section 1.2.2), use Cat 6 or multi-mode optic fiber cabling 
between core switches and distribution switches, and between distribution switches and bank 
switches. 

3.3    Firewalls
In larger networks, GSA recommends that the firewalls support at least the following: 

• Stateful packet inspection.

• Denial of Service (DoS) attack mitigation.

• 1 Gbps, or more, speeds for firewalls between the floor network and the back-end server 
infrastructure.

• 200 Mbps, or more, speed for firewalls between the corporate network and the back-end server 
infrastructure.

• Intrusion detection system support capable of detecting and stopping common attacks, viruses, etc.

• Support the creation of DMZs for specific services.
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3.4    Intrusion Detection System
GSA recommends that an intrusion detection system (IDS) is deployed within larger networks. Intrusion 
detection systems watch the network for malicious traffic, and can raise events or perform actions when that 
type of network traffic is detected.

3.5    Switch Recommendations
The following are GSA’s recommendations for the bank, distribution, and core switches used in a large 
network. 

3.5.1    Bank Switches
Bank switch recommendations are identical for both small and large networks. See Section 2.4.1. 

3.5.2    Distribution Switches
The following is a list of recommendations for distribution switches.

• Support 1 Gbit connections to bank switches.

• Minimum of 48 ports.

• Must supply a switching fabric of greater than 50 Gbps.

• Managed switch that provides 802.1x support.

• Multiple Gbit uplinks to the core switches. 

• Support layer 3 switching for multicast and appropriate multicast routing protocols.

3.5.3    Core Switches
The following is a list of recommendations for core switches. 

• Support a series of 1 Gbit connections to bank switches.

• Port requirements:
  Minimum of 48 ports for Cat 6 connections.
  Minimum of 12 ports for fiber connections to distribution switches.

• For a floor of 2000 machines or greater, at minimum, a 96 Gbps switching fabric.

• Managed switch that provides 802.1x support.

• Support layer 3 switching for multicast and appropriate multicast routing protocols.
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